
• What it is. 
• What to look out for. 
• How to protect yourself. 

COMPUTER SECURITY 



What is Computer Security? 
• When you go online via email or through a website, 

your system is vulnerable to attack. 
 

• There are hackers, cyber-criminals, various types of 
infections, malicious software,  and more.  

 
• You need to know what to  

look out for in order to protect  
yourself, and the best start is  
to be informed.  

 



Basic Computer Terms 

• Cache – Temporary 
Internet Files stored on 
your hard disk (such as 
graphics) to speed up 
display of web pages 
you frequently visit.  

Downside: After time it 
slows down your 
computer if you don’t 
clean it out regularly.  

 



Basic Computer Terms 

• History – Your internet 
history records all of the 
sites you have visited. If 
you don’t remember 
what site you visited, 
you can find it in your 
history. 

Downside: It also keeps 
and stores any data you 
typed into a form.  
 

 



Basic Computer Terms (cont.) 

• Cookies – Website code that collects data sent 
from a website and stored in a users web browser.  

• Tracking Cookies - are commonly used to compile 
long-term records of individual’s browsing 
histories. When a user accesses a website for the 
first time, a cookie is sent from the server and 
stored with the browser in the local computer. 
Later when that user goes back to the same 
website, the site will recognize the  
user because of the stored cookie  
with the user's information. 
 

 



What Do I Do About That? 

• To Delete Your Browsing 
History; Cookies, 
Temporary Internet 
Files, Website History, 
Form Data, Passwords, 
as well as your Recycle 
Bin, Clipboard, DNS 
Cache, Memory Dumps, 
etc. 

• Download and Install: 
 
 
 
 
 

Ccleaner is a system optimization 
program designed to improve the 
functionality and speed of your 
computer.  



Computer Infection Terms 
• Malware – Short for 

Malicious software.  
 

• Spyware – Malicious 
software that gathers 
user information without 
your consent. 
 

• Adware – Software that 
shows advertisements, 
sometimes as invasive 
pop-up windows. 

Spybot Search & Destroy is 
an excellent spyware and 
adware removal tool which 
scans your computer’s hard 
disk  for malicious software 
and removes it. 

 



Computer Infection Terms (cont.) 

Without protection, if your computer is compromised with a virus, worm or worse; 
it can steal your information, eat and destroy your files or kill your computer! 

• Virus – Very Malicious software that 
is spread by opening infected files. 
 

• Trojan Horse – A form of virus that 
appears to be valid but will damage 
your computer. 
 

• Worm – Similar to a virus, capable 
of spreading thru email or 
networks. 

 



What do I do about those? 

ZoneAlarm Firewall and AntiVirus Software protects 
your computer by blocking potential hackers 
attempting to break into your computer, catching 
malicious attacks and quarantining or removing 
viruses from your computer.   
 

It is better and more advanced than Norton, MacAfee or TrendMicro. 



Things To Look Out For: 

• Computer Slowing Down or Acting Glitchy 
• Your Home Page Changed 
• Computer Freezing 
• Website Redirects 
• Excessive Pop-ups 
• Infection Warnings 
• Excessive Spam 
• Email Hacked 

 
 



Other Things to Look Out For: 

• ANYTHING that pops up announcing you are 
infected (especially if it is NOT from your antivirus 
protection)  

and that tells you to  
download their spyware  
to clean your system. 

 

  SCAM! 

 



But They Look Authentic… 
• That is the SCAM. 
• They scare you into  

thinking you need to take 
action, when in reality, all  
you need to do is  
CLOSE EVERYTHING.  
Run your cCleaner 
Run spybot and do  
a quick scan with  
ZoneAlarm. 

As long as you didn’t click their messages or 
download anything you should be okay.  



Some other things to look for: 
• Your search can 
pull up ads that 
look like virus 
warnings. Don’t 
click them! 



Some other things to look for: 
• Facebook is not safe either: 
Their ads sometimes link to 
corrupt websites, their games 
can be infected and links from 
strangers are like candy from 
strangers – Don’t Click It! 

• ALWAYS take note of the website 
address of any website before you 
login! Websites can be designed to look 
EXACTLY like legit websites – the only 
difference is the address.  



Free Software is NOT Safe. 
Never click a link. Just close the 
internet. 



How to Protect Yourself 
• Clean your system regularly using 

Ccleaner and Spybot Search & Destroy. 
• Install a Firewall & Antivirus Program 

(ie: ZoneAlarm) 
• Get your windows updates regularly. 
• Don’t click on unknown or unsolicited 

links or attachments. 
• Don’t download unknown files or 

programs to your computer. 
• Change your password regularly and 

make them strong.  
 

 



Ransom Viruses 
• A type of malware that  

restricts access to your  
computer system and  
demands a ransom paid to  
the creator to regain access.  

• Some ransom viruses  
encrypt your documents  
and pictures. 

• The most common ransoms look like they are coming 
from the FBI, Homeland Security or Police.  

• Many take over your webcam and record you. 



The following are what some Ransom 
Viruses Look Like: 







If you get a Ransom Virus… 

• This is not good.  
• Turn OFF your computer. 
• Disconnect it from the internet. 
• Call Leprechaun Technical Services. 
• Pray your files were not encrypted, your 

operating system not corrupted or your hard 
drive damaged. 

• Most of the time I can scan the hard drive 
externally, remove the virus, repair the operating 
system and save your files. Sometimes I can’t. 



Don’t Be Afraid of Your Computer 

• An educated computer 
user is a safe computer 
user. 

• If you know what to 
look out for, read before 
you click and practice 
safe surfing you will be 
fine. 

 



Tips & Tricks 
• If you hover 

over a link with 
your mouse it 
will show you 
the website link 
it is intending 
to take you to. 
If you do not 
recognize the 
website, do not 
click on the 
link.  

This works on websites AND emails. 

 



Tips & Tricks (cont.) 
• A reputable company 

(like your bank or 
PayPal) will NEVER 
send you a link in an 
email to click on to 
change your password. 
 

• If there is a misspelled 
word or grammatical 
error in the email – 
that is a big clue it is a 
scam. 

 



Tips & Tricks (cont.) 
• Emails can look legit, but when in doubt, look at the From 

email address.  Then hover your mouse over the link to see 
where it wants to take you. 

• Emails from friends 
with notes like 
“Check this out: 
and a link” means 
their email was 
hacked. They need 
to log into their 
email and change 
their password. 

  



Thank You! 

If you would like to schedule a service call: 
830-237-1924 

For more information visit: 
www.LeprechaunTechnicalServices.com  

 

http://www.leprechauntechnicalservices.com/�
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